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The Joint Research Centre

The JRC provides independent,
evidence-based science and

. Headquarters in Brussels and
knowledge, supporting EU . :
- research facilities located in 5 EU
policies. :
Countries
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ERNCIP - Establishment and mission

Established under the

European Programme for
Critical Infrastructure ow s
Protection (EPCIP). @ EU Inst.

A JRC-facilitated network of
experts volunteering to

Academia

address iIssues of
pre-standardisation at
EU-level.

Foster the development of
innovative and competitive
security solutions.
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ERNCIP - Workstreams

Improve protection (and resilience) of
critical infrastructure in Europe.

Collaboration with CIP stakeholders
focusing on technical solutions.

Thematic groups (TGs) to develop
common testing protocols, standards and
guidelines.

Workshops, trainings and webinars to
improve dissemination and raise
awareness.

e red Hahgya Hgferdon of Fapioaves erterhoa o Incocr
G RS B Pk L Nirees ol SStnac Sebaxins Clurnse.
S | e Hinlhgral Aganes

JUR | BARS ~. .,‘;nla.-l '
ek Oylaenn NG L rraats o
(54 BRSNS Rt ] £ Cotend e

TG Memanss

Sppdiens Mooesasfor x e Swiaslon Sremndy
boo siev aa iy of Coilkesa
s swre

Tagrrawes: Dokl Irehedeid Sadewrsecnd Vit Savwelbane s &

Laupel e WY Svakare ad SOty U A d
Fogcalem SRS VR EHT S ITY



ERNCIP - Deliverables

Guidance and best practices to infrastructure operators
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ERNCIP Water Webinars 2020

Improving water security planning and preparation to recovery and remediation from
source to customer

Recommendations for standardisation and research activities

Recommendations for policy actions
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The IACS Cybersecurity
Certification Framework (ICCF)

Lessons from the 2017
study of the state of the
art
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ERNCIP - Activities

Response to deliberate chemical and/or biological contamination of drinking
water

Response to deliberate chemical and/or biological airborne agents of enclosed
infrastructures (and outdoor interfaces)

Response to deliberate radiological contamination affecting Cl

Technical and operational issues associated with providing an early warning
zone

Certification framework for ICT products, services and proces: a2l
IEC 63047:2018 =
Nuclear instrumentation - Data format for list mode digital
data acquisition used in radiation  detection
and measurement




From ERNCIP to ENCGEK

JRC support & \Way ahead



Paradigm Shift

DIRECTIVE (EU) 2022/2557 &

Commission Delegated Regulation
COUNCIL DIRECTIVE 2008/114/EC (EU) 2023/2450
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JRC role in the way forward

Support to the implementation of the CER Directive:

common risk assessment reporting template
non-binding guideline to identify CEs
non-binding guideline to define Significant Disruptive effects

non-binding guideline to specify the technical, security and
organizational resilience measures of CEs

Provide scientific advice to the CER Group (CERG)

Creation of an expert pool: European Network for Critical Entities
Resilience (ENCER)
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European Network for Critical Entities Resilience
(ENCER)

Goal:
Support the implementation of CER Directive:
|dentify resilience and security best practices
Inform the development of the common reporting template and non-binding guidelines

Improve security and resilience of critical entities in Europe

Approach:
Establish a network of experts, reshaping ERNCIP and its scope
Representing all CER stakeholders
Develop cooperation with CEs and MSs (collaborative environment)
Organize working groups
Organize workshops, trainings, and webinars
Consult experts on ad-hoc basis
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ENCER conceptual framework (draft)

Wastewater
Digital Infrastructure

Energy
Transport
Banking
Financial Market Infrastructure
Health
Drinking Water
Public Administration
Space
Production, Processing, and
Distribution of Food

Resilience and Security Metrics

Awareness Indicators
Data Management & Governance
Infrastructure Interdependencies
New Technology — Al & Digital Twins
All Hazards Approach — Emerging & Hybrid Threats
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Risk Assessment & Business Continuity
Policy & Standards
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